WNudopmarmonnas namsaTka Jisi 00y4daromuxcs JUisl pa3MeIIeHs Ha
opunnanbHbix UHTEpHET-pEcypcax
C xaXJIpIM T'OJIOM MOJIOZICKH B UHTEPHETE CTAHOBUTHCS OOJIBIIE, A IIKOJIBHUKU OJJHH U3 CaMbIX
AaKTUBHBIX IT0JIb30BaTesel Pynera. Mexay TeM, IOMUMO OIPOMHOIO KOJIMYECTBA
BO3MO’KHOCTEH, MHTEPHET HECET M MPOOJIEMBL. JTa MaMsTKa JI0JHKHA TIOMOYb Tebe 6e301macHo
HAXOJIUTHCS B CETH.

KomnbrotepHbie BUpYyChI

KoMnproTepHslil BUPYC — 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTrpaMM, OTINYUTEIBHOU

0COOEHHOCTBIO KOTOPOH SIBJISETCS CIIOCOOHOCTH K Pa3MHOKECHHUIO.

B nononHeHue K 3ToMy, BUPYChl MOTYT ITOBPEANUTH WIH MOJHOCTHIO YHUUTOXUTH BCe (Dalliibl U
JTaHHbIE, TIOJJKOHTPOJIbHBIE [10JIb30BATEN0, OT UMEHH KOTOPOTO ObLIA 3alylleHa 3apakE€HHas
MIPOrpaMMa, a TaKKe MOBPEIUTh WU Aa)K€ YHUUTOXKHUTh ONEPALlMOHHYIO CUCTEMY CO BCEMH
¢aiinamu B 1ejaoM. B G0bIIMHCTBE Clly4aeB pacpOCTPAHSIOTCS BUPYChI Uepe3 HHTEPHET.

MGTO,HBI 3alIUTEI OT BPEAOHOCHBIX IMPOTrpaMM:

1. Hcnonb3yit cOBpeMeHHbIE OTIEPAIlMOHHBIE CUCTEMBI, UMEIOIIUE CEPhE3HBII YPOBEHD
3alUTHI OT BPEJOHOCHBIX IPOTPaMM;

2. TlocrosHHO ycTaHaBiIHMBal MadTH (MU(GPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABIIMBAIOTCA C LENbIO 10PAa0TKU MPOrpaMMBbl) U Ipyrue 0OOHOBIIEHUS CBOEH
omnepanoHHoi cucteMbl. CkaunBail UX TOJILKO ¢ OUITMATIBLHOTO caiTa pa3paboTyunka
OC. Ecnu cymiecTByeT pesKMM aBTOMATHYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. PaloTait Ha cCBoeM KOMIIBIOTEpE 1101 ITPaBaMH I0JIh30BATENIA, a HE a/IMUHUCTPATOpa. ITO
HE TO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrPAMM MHCTAJIMPOBATHCS HA TBOEM
[IEPCOHAIBHOM KOMITBIOTEPE;

4. Wcnonw3yil aHTUBHPYCHBIE IPOTPaMMHbIE TPOAYKTHI H3BECTHBIX MPOU3BOAUTENECH, C
aBTOMAaTU4YECKUM OOHOBIIEHHEM 0a3;

5. Orpanunub pu3HUECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Vcnonb3yii BHeLIHUE HOCUTENN HH(GOPMAIUK, TaKUe Kak (uienika, JUCK Ui ¢ailn u3
WHTEPHETA, TOJIbKO U3 MPOGEPEHHBIX HICTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEpHBIE (ailsibl, MOTyYeHHbIE U3 HEHAEKHBIX HCTOUHUKOB. J{axe
Te ¢ailsbl, KOTOPbIE MPUCIA TBOW 3HAKOMBIN. JIyuIie yTo4Hu y Hero, OTHPaBIIsI U OH
TeOe UX.

Cern WI-FI

Wi-Fi - a0 He Bu mepeauu JaHHBIX, HE TEXHOJIOTHs, & BCEro JIUIIb OpeH, Mapka. Eme B 1991
roJly HUJiepiaaH/cKas KoMnanus 3apeructpuponana operst « WECAy, uro o603Hayano
cioBocouetanue « Wireless Fidelity», koTopblil mepeBoanTCs Kak «6eCIpOBOIHAS TOUHOCTHY.

Jlo Hariero BpeMeHHU JoIlIa Apyras ab0peBuarypa, KoTopas sSBJIseTCs TaKOH jK€ TEXHOJIOTHEH.
Oto abbpeBuarypa «Wi-Fi». Takoe Ha3BaHue ObLIO TaHO C HAMEKOM Ha CTAaHAAPT BBICHIHIMA
3BykoBo# TexHuku Hi-Fi, uTo B mepeBojie 03Ha4aeT «BhICOKAs TOUHOCTDY.



Jla, 6ecrutaTHBI HHTEPHET-IOCTYII B Kae, OTENAX U a3pOINopTax SIBJISAETCS OTIMIHOM
BO3MO’KHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIIePThI CYMTAIOT, YTO 00mmenocTynHse Wi-

Fi ceTn He ABAAIOTCS OC30MMaCHBIMU.

CoBeTsl 110 Oe30MaCHOCTH padoTe B 001IeJ0CTYIHBIX ceTax Wi-fi:

1. He nepenasaii cBoto In4Hy0 nHpopMaIuo yepes odmenocrynasie Wi-Fi cetu. Paboras
B HUX, eJIaTeIbHO HE BBOJUTH NAPOJIM JOCTYIIA, JIOTMHBI U KaKUe-TO HOMEPA;

2. Hcnonw3yii u OOHOBJISI aHTHBHPYCHBIE POTPaMMBI U OpaHaMayep. TeM camMbIM ThI
o0e3ormacuirb ce0s OT 3aKaYKy BUPYCa Ha TBOE YCTPOMCTBO;

3. Tpm ucnonw3oBanun Wi-Fi otkmoun Gpyakmmro «O0muii noctym K ¢aitnam u
npuHTepam». JlanHas QyHKIUS 3aKphITa [0 YMOJYaHUIO, OJHAKO HEKOTOPHIE
10JIb30BATEN AKTUBUPYIOT €€ Ul yA00CTBa HCIOIb30BaHMs B paboTe min yueoe;

4. He ucnons3yit nyonuunsiit WI-FI 1 nepenaun Tu4HbIX JaHHBIX, HAIPUMED AJIs
BBIXOJIa B COI[UAJIbHBIE CETU WJIM B JIEKTPOHHYIO IIOUTY;

5. Hmnonw3yii Tonpko 3amuiienHoe coequuenue yepes HTTPS, a ue HTTP, 1.e. mpu Habope
BeO-azipeca BBOAM UMEHHO «https://»;

6. B moOmnpHOM Tenedone oTrimoun GyHkimio «[logkmrouenne k Wi-Fi aBTomatnaeckm.
He nomyckail aBToMaTn4eckoro noAKII0ueHus ycrpoicrsa k cetsim Wi-Fi 6e3 TBoero

corjiacus.

CounajnHble CeTH

ConuanbHble CeTH aKTUBHO BXOJST B Hally )KM3Hb, MHOTHE JIOAU paObOTAIOT U )KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBad MUUIHap/ YENIOBEK, YTO SIBISETCS OJHON

CEIbMOM BCEX JKUTEIEH MIIaHETEI.

MHorue moyib30BaTeiiv He IIOHUMArOT, 4YTO I/IH(i)OpMaHI/ISI, pasMCICHHAasA MMH B COLMUAJIbHBIX
CCTAX, MOXKCT OBITE Haﬁz[eHa " HUCII0JIb30BaHa KEM YIOJHO, B TOM YHCJIC HE 0053aTeNBHO C

OnaruMu HaMCpCHUAMU.

OCHOBHEIE COBETHI 110 0E€30TIaCHOCTH B COoLMaJIbHBIX CETAX:

1. Orpanuub criucok apy3ei. Y 1e0st B Jpy3bsiX HE JOJDKHO OBbITh CIIy4alHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinail cBOO 4acTHYO kHu3Hb. He yka3piBaii nmaposiu, TenedoHsl, agpeca, 1aTy TBOETO
POKICHUS U JPYTYIO JUUHYI0 HH(POPMALHIO. 3I0YMBIIUIEHHUKH MOTYT MCII0JIb30BaTh
naxe HHPOPMAIHIO O TOM, KaK Thl M TBOU POJUTEIH IJIAHUPYETE MPOBECTH KAHUKYIIBI;

3. 3amuinaii CBOIO peryTaluio - Iep>KM €€ B YUCTOTE U 3a/1aBail cede BOIPOC: XOTeN Obl ThI,
YTOOBI IpyTrUe MOJb30BaTENN BUAEIH, UTO ThI 3arpy»kaems? Ilogymaii, npexiae yem 4yto-
TO OMYOJIMKOBATh, HAMUCATD U 3aTPY3UTh;

4. Ecnu Tl TOBOPHILB C JIFOABMHU, KOTOPBIX HE 3HACIlb, HE UCIOJIb3YH CBOE pealbHOE UMl U
JPYTyI0 JUYHYIO HH(POPMAIMU: UMsI, MECTO JKUTEIbCTBA, MECTO YueObl U NpoYee;

5. U30eraii pazmenienus ¢pororpaduii B IHTEepHETE, I'/1e TH M300paXkeH Ha MECTHOCTH, TI0

KOTOpOfI MOZKHO OIIPEACIUTH TBOC MCCTOIIOJIOKCHHUC,



6. Ilpu peructparyu B COUMAIBHON CETH HEOOXOIMMO HCIIOJIb30BaTh CJIOKHBIE MTAPOJIH,
cocrosiue U3 OyKB ¥ UQP U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. Jlyig coumanbHOM CETH, TOYTHI U APYTHX CAUTOB HEOOXOIMMO HMCIIOIB30BaTh Pa3HbIe
naposn. Torga ecnu Te0st B3IOMAIOT, TO 3JI0YMBIIIICHHUKH MOTYYaT AOCTYI TOJIBKO K

OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbBIE IeHbTH

DJNEeKTPOHHBIE JCHBI'H — ATO OYEHb YAOOHBIN CIIOCO0 IMIaTeXei, OJHAKO CYIIEeCTBYIOT

MOIICHHWKH, KOTOPBIC XOTAT IOJTYUUTh 3THU ACHBI'U.

3J’IGKTpOHHBI€ JCHBI'N ITOABHUIIMCH COBCEM HEAABHO 1 UMCHHO HM3-3a 3TOI'O BO MHOTHX

rocyaapCrBax 10 CHUX IIOP HE NPOIHCAHO PO HUX B 3aKOHAaX.

B Poccun sxe oHM PYHKIIMOHUPYIOT U 0 HUX YK€ MPOIKMCAHO B 3aKOHE, TJI€ UX pa3/IeisioT Ha
HECKOJIBKO BHJIOB — aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIia B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcsi IpOBOJUTH ONepaluy 0e3 UIeHTU(PUKALUU T0JIb30BaTENs, a B

HEaHOHHWMHBIX UJICHTU(DHUKAIINN TTOIH30BATENIS SBISETCS 0053aTEITBHOM.

Taxxke cneayet pa3nuyarh MEKTPOHHbIE (PUAaTHBIE AEHBIU (PaBHBI TOCYAAPCTBEHHBIM BAIIOTaM)
U DJIEKTPOHHBIE HE(HUATHbIE IEHbI'H (HE paBHbI TOCY1aPCTBEHHBIM BAJIIOTaM ).

OcHOBHBIE COBETHI 110 6€301MacCHOM paboTe ¢ ANEKTPOHHBIMU JEHbIaMU:

1. Tlpusixu K c4yeTy MOOWIBHBINA TeaehOH. ITO caMblid YIOOHBIM 1 OBICTPBIN CLIOCO0
BOCCTAHOBHTH JIOCTYII K cueTy. [IpuBsizaHHbIi TenedoH OMOKET, €CJIi 3a0yAeIIb CBOM
IJIATEeKHBIN MapoJib WK 3aieIb Ha CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Hcnonw3yit omHOopa3oBsie maposu. [locie mepexoia Ha yCUIIEHHYIO aBTOPHU3AIIHIO TeOe
yKe He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)KH WJIM TMepexBara IIaTeXHOTo MapoJis;

3. BriOepu cnoxublil maposs. [IpecTynHukam OyJeT He MPOCTO yrajaTh CJIOKHBIHN MapoJb.
Hagnexxnble maposin — 3T0 napoJid, KOTOpbIE COJepKaT He MEeHee 8 3HAKOB U BKIIIOYAIOT
B ce0sl CTpPOUHBIEC U TPONUCHBIE OYKBBI, IIU(PPHI K HECKOJIBKO CHMBOJIOB, TAKME KaK 3HAK
noJutapa, pyHTa, BOCKJIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4, He BBOJIM CBOHM JIMYHBIC JAaHHBIC HA CaﬁTaX, KOTOPBIM HE JOBCPACIID.

DJIEKTPOHHAA MOYTA

3J'IeKTpOHHaH mo4yTa — 9TO TEXHOJIOTHA U MMPEAOCTABIISIEMBIC €O YCIYT'H 110 TIEPECHIIIKE U
MOJIYYCHHIO 3JICKTPOHHBIX COO6H.I€HI/II71, KOTOPBIC PACIIPCACIIAIOTCA B KOMHBI-OTGpHOﬁ CCTU.

OOBIYHO 3JEKTPOHHBIN MOYTOBBIN SAIIUK BBITJISIUT CIEIYIOLUIMM 00pa3oM:
UMS_TI0JIb30BaTENA(@UMSL_JOMEHa.

Taxoke KpoMCE€ niepeaavuun ImpoCToro TCKCTa, UMCCTCA BO3MOKHOCTD IICPEAAaBaATh (baﬁﬂbl.

OcHOBHBIE COBETHI IO Oe30MacHOl paboTe ¢ 3IEKTPOHHOM MOYTOM:



Hano BeIOpaTh npaBUIBHBINA OYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBII BEIOOD
OecCIUIaTHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JYYIIIE TOBEPATH TEM, KOT'O 3HACIIb U KTO
IIEPBBIN B PEUTUHIE;

He yka3piBaii B muHOM noute tnyHyto nHpopmanuio. Hampumep, syurie BoIOpaTh
«My3BIKaTbHBIN _(hanaT@» mim «pox2013» Bmecto «remal3»;

Hcnonw3yit AByXATamHYIO aBTOPU3ALMIO. JTO KOTJa TOMUMO MapoJisi Hy’)KHO BBOJIUTh
KOJI, IpHUChLIaeMbIil To SMS;

Bri6epu citoxxHbIN Taposib. I Ka)Xa0Tr0 IOYTOBOTO SIIHKA JODKEH OBITh CBOU
HAJIC)KHBIM, YCTOMYNBBINA K B3JIOMY I1apOJIb;

Ecnu ecTh BO3MOXKHOCTB HAIIMCATh CAMOMY CBOW JIMYHBIN BOIIPOC, UCIIOJBb3YH 3Ty
BO3MOKHOCTb;

Hcnonp3yil HECKOJIBKO NOYTOBBIX SIIUKOB. [IepBbIi ISl 4aCTHOM NEPENUCKH C
ajzipecaTaMi, KOTOPBIM ThI IOBEpPSECIb. JTO AIEKTPOHHBIN aJipec He HaJ0 UCIOIb30BaTh
IIpU perucTpainuu Ha Gopymax u cairax;

He otkpsiBaii ¢aitnbl ¥ Ipyrue BIOKEHUS B MUChMaX Ja)Ke €CIIM OHU MPUIILIU OT TBOUX
npy3ei. Jlydine yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TU (aitiibl;

[Tocne okoHuaHust pabOTHI Ha MOYTOBOM CEPBUCE IEPE]l 3aKPhITHEM BKIIAJIKU C callToM

He 3a0y1b HaKaTh Ha «BoIATHY.

Ku0epOy/uIMHT WK BUPTyaJibHOE U31€BATEIbCTBO

KubepOynnuHr — mpeciieoBanne coOOOIEHUIMH, COACPKAIMMU OCKOPOICHUS, arpecCcHlio,

3alyruBaHue; XyJIUTaHCTBO; COLUaIbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IUYHBIX UHTEPHET -

CEpPBHUCOB.

OCHOBHBIE COBETHI 10 OOPHOE C KHOEPOYIITUHTOM:

He 6pocaiicst B 60i. JIydmunii crmoco6: MOCOBETOBATHCS Kak ce0s1 BECTH M, €CJIH HET TOTO,
K KOMY MOXHO 00paTHThCSI, TO BHaYaJle YCIIOKOUTHCS. ECu Thl HauHelb OTBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHUSI, TO TOJIBKO €I OOJIbIIIe Pa30skKKelb KOH(IUKT;
VYmpasnsii cBoel kubeppemnyraiuei;

AHOHMMHOCTH B ceTl MHUMAs1. CyIIIECTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

He ctout BecTu Xynuranckuit o0pa3 BUpTyanbHOM ®U3HU. IHTepHET Pukcupyer Bce
TBOU JICUCTBUS U COXpaHSET UX. Y NAIUTh UX OyAeT KpaiiHe 3aTpyIHUTENbHO;
Cobmrofail cBoii BUPTYaIbHYIO YECTh CMOJIOY;

Urnopupyit enuanunbiil HeratuB. OHOPA30BbIE OCKOPOUTEIbHBIE COOOIIEHHS JIyUIIe
urHopupoBaTh. OOBIUHO arpeccus MpeKpaliacTcsi Ha Ha4albHOUW CTaaNH;

ban arpeccopa. B mporpammax 06MeHa MTHOBEHHBIMH COOOIICHUSIMH, B COIIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKHMPOBKU OTIIPABKH COOOIICHHUH C ONPEICICHHBIX apecoB;
Ecnu 11 cBUneTenb kubOepOymuara. TBou neicTBUSI: BBICTYITUTH TPOTUB
MpecieioBares, NoKa3aTh €My, YTO €ro JIeHCTBHS OLIEHUBAIOTCS HETaTUBHO,
MOJIEPKATh )KEPTBY, KOTOPOI Hy>KHA TICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCHBHOTO TIOBE/ICHUS B CETH.



MoouibHbIii TesaedoH

CoBpemMeHnHbIe cMapT(OHBI U IUIAHIIETH COJIEpkKaT B ceOe BIOJHE B3POCIBIN (PYHKIIMOHAN, U
Tenepb OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMHU KOMIbIoTepaMu. OHAKO, CPEICTB
3aLIUTHI I TO0JJOOHBIX YCTPOUCTB MOKA OYSHb MAJIO.

TectupoBaHue U MOUCK YA3BUMOCTEW B HUX MPOUCXOAUT HE TaAK MHTEHCUBHO, Kak i [1K, To

KE caMoe KacaeTcsl U MOOUJIbHBIX IPUIIOKEHUI.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl YK€ IPAKTUUECKU JOTHAIM HACTOJbHBIE aHAJIOTH, OJTHAKO
pacmupenue GpyHKIHOHAA BICYET 32 COO0H OOJBIIYIO CIOKHOCTh M MEHBIIYIO 3alUIIIEHHOCTb.

I[aJ'IGKO HC BCC MPOU3BOJUTEIIN BBIITYCKAKOT O6HOBJ’I€HI/I$I, 3aKPBIBAIOIIUEC KPUTHYCCKUEC

YSA3BUMOCTH ISl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI 151 6€30MaCHOCTH MOOMIIBHOTO TelleoHa:

1. Hwdero He sBIIIeTCS TIO-HACTOSIIEMY OecIuiaTHBIM. By/ib 0CTOpOKEH, Beb KOTraa Tede
npeiaraT OecIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE-TO TJIaTHBIE
YCIIyTH;

2. ywmaii, mpexae 4yeM oTrpaButh SMS, ¢hoto uimm Buaeo. Thl TOUHO 3HACIIh, T/Ie OHU
OyIyT B KOHEYHOM HTOTE?

3. Heo0xoauMo 0OHOBIISITE OTICPAITMOHHYIO CHCTEMY TBOETO cMapTQoHa,

4. Hcnonw3yit aHTUBHPYCHBIE TTPOTPAMMBI JIJIsi MOOMIIBHBIX TelIe(hOHOB;

5. He 3arpyxail npuioxeHus OT HEM3BECTHOIO HCTOYHUKA, BEJIb OHU MOTYT COJIEPKATh
BpPEOHOCHOE MPOTpaMMHOE 00eCIIeUeHUE;

6. Ilocne Toro kak ThI BBIWJIEIIH C CaiiTa, TJe BBOAMII JUYHYIO HHPOPMAIIHIO, 3aliTH B
HacTpoiku Opay3epa u yaanu cookies;

7. Tlepuoanuecku mpoBepsiii Kakue TUIaTHbIE YCIYTd aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. [laBaii cBoit HOMep MOOMIILHOTO TeJeOHA TOJIBKO JIIO/IIM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEPSCIIb;

9. Bluetooth momkeH ObITh BBIKITFOYEH, KOT/Ia Thl UM HE TOJIb3yelbes. He 3a0biBaii nHOT 1A

MIPOBEPSATH ATO.

Online urpsi

COBpeMCHHHe OHHaﬁH-HrpLI — 9TO KpaCOYHLIC, 3aXBATbIBAIOIIHUEC PA3BJICYCHUS, O6’[>€,I[I/IH$IIOH_[I/I€
COTHH TBICAY YCJIOBEK 110 BCEMY MUDPY. I/IFpOKI/I HCCICAYIOT JIAHHBIM UM MHuUp, O6I_HaIOTC$I Apyr €
APYTOM, BBIIIOJHAOT 3aJaHUs, CPAKAOTCA C MOHCTPAMU U ITOJIYYAarOT OIIBIT. 3a YAOBOJILCTBUEC
OHHU IUIATAT: MMOKYIAOT JUCK, OIIJIAYUBAIOT a0OHEMEHT HIIH HpI/IO6peTaIOT KaKHuc-TO OIIIHH.

Bce st CpeAcCTBa UAYT HAa NOAACPKAHUEC U PA3BUTUC UI'PBI, 4 TAKIKC HA CaMy 0e30MacHOCTb:
COBCPHICHCTBYIOTCA CUCTEMbI aBTOPHU3alluH, BBITYCKAIOTCA HOBBIC ITATYH (I_II/I(i)pOBBIe 3aIjIaTKu
JJIA nporpaMM), 3aKPbIBAIOTCA YA3BUMOCTU CCPBECPOB.

B HO,Z[O6HBIX HUIrpax CTOUT OIACATHCA HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO
apoJisd, Ha KOTOpOM OCHOBAaHAa CUCTEMA aBTOPU3ALIUU OOJIBIIMHCTBA urp.



OCHOBHBIE COBETHI 110 OE30IIaCHOCTU TBOCTO HUI'pOBOr'0 aKKayHTa:

No ok w

Ecnu npyroit urpok Beaet ceOs MIIOX0 WM CO3/1aeT Tebe HEMPUATHOCTH, 3a0JIOKHPYH ero
B CIIMCKE UTPOKOB;

[Toxany¥ics agMUHHACTPATOPAM UI'PBI HA IIJIOXOE MOBEACHHUE 3TOTO UI'POKA, KEIATEIBHO
IIPUJIOKUATH KaKHUe-TO J0KA3aTEIbCTBA B BUJIE CKPUHOB;

He yka3biBaii muunyo nHpopMaIyio B mpodaiisie urpsr;

VYBakail Ipyrux y4aCTHUKOB 110 UTPE;

He ycranaBnuBaii HeouipaibHbIE TATYH U MO/IBI;

Hcnone3yit COXHBIE U pa3HbIE IAPOJIN;

Jlaxxe BO BpeMs UTPbl HE CTOUT OTKJIKOYAaTh aHTUBUPYC. I10Ka ThI urpaenis, TBOU

KOMIIBIOTEP MOTYT 3apa3uTh.

OUINMHT WIN Kpaka JUIHBIX JTaHHBbIX

OObIYHOM KpaXkel eHeTr U JOKYMEHTOB CEroJiHs YK€ HUKOTro He YAUBUTIb, HO ¢ pa3BUTHEM

I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBINIJICHHUKHA MEPEMECTUIINCH B UHTCPHET, U IMMPOAO0JIKAIOT

3aHUMAThCS «JTFOOMMBIM) JCIIOM.

Tak mossBHIach HOBast yrpo3sa: HHTCPpHET-MOUMICHHUYCCTBA NI (1)I/IHII/IH1", TJIaBHAA 1EJIb KOTOPOTro

COCTOMT B IIOJTYUCHUUN KOH(i)I/IJIeHHI/IaJ'H)HBIX JaHHBIX IMOJIL30BaTEIICll — JIOTHHOB U Haponeﬁ. Ha

AHTJIMICKOM si3bIKe phishing untaercs kak gummHr (0T fishing — priOHas moBs, password —

1apoJib).

OcCHOBHBIE COBETHI 10 OOPHOE C PUIITMHTOM:

Cnenn 3a cBoMM akkayHTOM. Eciit ThI IO03peBactiib, 4To TBOS aHKeTa OblIa B3JIOMaHa,
TO HE00X0AMMO 3a0JIOKUPOBATh €€ ¥ COOOLINUTH aMUHICTPATOPaM pecypca 00 3TOM Kak
MOYKHO CKOpee;

Hcnonp3yii 6e30macHble BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3nHOB M MOUCKOBBIX
CHCTEM;

Hcrionb3yii crokHbIe U pa3Hble maposu. Takum oO6pa3omM, eciu Teds B3I0OMArOT, TO
37I0YMBIIUICHHUKY TI0JTy4aT JIOCTYH TOJIBKO K OJTHOMY TBOEMY IPOQHIIIO B CETH, a HE KO
BCEM;

Ecnu Tebs B3110Mam, To HEOOXOJUMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBJIeHBI y TEOSI B IPY3bsX, O TOM, YTO TeOs B3JIOMAJU U, BO3MOXKHO, OT TBOETO UIMEHH
OyzeT pacchuIaThCs CIaM M CChUIKH Ha (PUIIMHIOBBIE CAWTHI;

YcranoBu HazgexHbIN napoib (PIN) Ha MoOWIbHBIN TenedoH;

OTKIII0YM coOXpaHeHue MapoJst B Opaysepe;

He oTkpbiBail ¢aiinsl 1 Jpyrue BIOKEHHUS B MMChbMAX Ja)Ke €CIIU OHU MPUILIH OT TBOUX
npy3ei. Jlydrie yrouHu y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (ailbl;

Hudposas penyrauus



[udposas penyranus - 3T0 HEraTUBHAs WM MO3UTHUBHAS HH(YOPMAIUS B CETH O TeOE.
Komnpomerupyromas nHpopmanus pa3MelieHHasi B MHTEPHETE MOKET CePbEe3HBIM 00pa3oM

OTPA3UTHCS HA TBOEH PEAIbHOM KU3HU.

«dudposas penyranus» - 3TO TBOW UMHJDK, KOTOPBIA GopMupyercs u3 HHGpopManun o Tede B

WHTEpHETE.

TBoe MecTo XHUTeNbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIUIUBAETCS B CETH.

MHoOr#e MoIpOCTKH JIETKOMBICIIEHHO OTHOCATCS K IMMyOIMKANKY JIMYHON HH(OpMAINH B
HNHTtepHeTe, HEe TOHMMas BO3MOKHBIX IIOCIIEICTBAN. ThI 1aXke HE CMOKEIIb JOTaaThCs O TOM,

yto (poTorpadus, pasmerieHHas 5 JeT Ha3a/l, cTajla IPUYUHON 0TKa3a NPUHATH TeOs Ha paldoTy.

KomMmeHnTapuu, pasmenienre TBoux ¢ororpaduit 1 pyrue JeiMcTBUsl MOT'YT HE HCUE3HYTh Jaxe
IOCJIE TOTO, KaK Thl UX yJaaullb. Thl HE 3Ha€lIb, KTO COXPAHUI 3Ty UH(OpMaIIHIO, Tonana Jiu
OHa B [TOMCKOBBIE CUCTEMBI M COXPAaHUJIACh JI OHA, a TJIABHOE: YTO MOAYMAIOT O Tede
OKpYXKaroIlee JI0M, KOTOphIe HAaUAYT U YBUAAT 3T0. Haiitn nH(pOpMaIiO MHOTO JIET CITYCTS
CMOKET JII000i1 — Kak U3 100phIX MOOYXKACHUN, TaK M C HAMEPEHHEM ITPUUYHUHUTH Bpell. ITO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON peryTalun:

1. Tlomymaii, mpexie 4eM 4TO-TO IMyOJUKOBATh U TIEpeaBaTh y cedst B OJIore WK B
COITMAILHOM CETH;

2. B Hactpoiikax nmpoduiis yCTaHOBU OTpaHUYCHHS Ha TIPOCMOTP TBOETO MPOUIIS U €T
COAEP)KUMOTO, CIIETal €ro TOJBKO «JJIsl IPY3€ei»;

3. He pa3mMemaii n He yka3biBail HHPOPMAIIUIO, KOTOPask MOYKET KOT0-JTH00 OCKOPOIATH UITH
00MXaTh.

ABTOpCKOE PaBo

COBpeMeHHHe IIKOJIBHUKHU— aKTHUBHBIC I10JIB30BaTCIIN I_[I/I(prBOFO MMPpOCTPAHCTBA. O,I[HaKO
JaJICKO HE BCE 3HAKOT, YTO IIOJIb30BaAHHC MHOT'MMH BO3MOKHOCTSIMH HH(prBOFO MHpa Tpe6yeT
CO6J'IIOI[€HI/IH IIpaB HAa UHTCJUICKTYAJIbHYIO COOCTBEHHOCTb.

TepMI/IH CUHTCJUICKTYaJIbHAA COOCTBEHHOCTB» OTHOCHUTCS K Ppa3INdYHbIM TBOPCHHUAM
YCJIOBCUCCKOI'0 yMad, Ha4MHaA C HOBBIX I/1306peTeHI/II7I M 3HAKOB, 0603Haqa}ouu/1x COOCTBEHHOCTD
Ha IIPOAYKTEI 1 YCIIYI'U , U 3aKaHYUBAasl KHUT'AMU, (bOTOFpa(bI/IHMI/I, KI/IHO(l)I/IJ'H:MaMI/I n
MY3bIKaJIbHBIMU IMPOU3BCACHUSAMU.

ABTOpCKI/Ie IpaBa — 3TO IIpaBa HA UHTCIUICKTYAJIbHYTO COOCTBEHHOCTH Ha IMPOU3BCACHUA HAYKHU,

JIUTEPATyphbl U UCKYCCTBA.

ABTOpCKI/IC IpaBa BBICTYIIAIOT B KAYECTBEC I'apaHTHUU TOT'O, YTO HHTCJ’IJ’ICKTy&J’IBHHﬁ/ TBOp‘lCCKI/Iﬁ
TPpyHd aBTOpa HE 6y,HeT HaIllpaCHbIM, OACT €EMY CIIPABCAJIMBbBIC BO3MOKHOCTU 3apa60TaTb Ha

pe3yibTaTax CBOCro Tpyaa, NOJYYUTb U3BCCTHOCTD U IIPU3HAHUC.



HuxkTo 6e3 pa3pemnieHust aBTopa He MOXKET BOCIIPOM3BOIUTH €T0 IPOU3BEACHUE, PACTIPOCTPAHSATD,
MyOJIMYHO IEMOHCTPUPOBATH, IPOJABATH, HMIIOPTHPOBATH, ITyCKAaTh B MPOKAT, MMyOJINYHO
UCTIOJHATD, TTOKA3bIBAaTh/UCIIONHATH B dHpe WM pa3mernats B IHTepHeTe.

Hcnons3oBanue «IHUPATCKOro» nNporpaMMHOIo o0OecrieueHust MOKET MMPUBCCTHU K MHOTUM
pUCKaM: OT OTCPHU JAHHBIX K TBOUM aKKayHTaM 10 6JIOKI/IpOBKI/I TBOECTO YCTPOﬁCTBa, rac
YCTaHOBHCHHBIﬁ HC JICTaJIbHAA IporpamMma. He ctout taxxke 3a6I)IBaTI), YTO CYIICCTBYCT

JIETAJIbHBIC B OCCIIATHEIC ImporpamMmal, KOTOPLIC MOXKHO HalTH B CETH.



